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PREFACE

he intent of this book is to give a working business professional a

realistic review of security issues a business may have to deal with
on an every day level. Many texts have been written discussing these
issues in great detail, and offering solutions. While the value of these
presentations is very worthwhile for the security professional, most
management professionals need a more simple and workable way to
deal with security problems. This presentation endeavors to outline
security remedies and options on a level most useful for the average
business professional.

In many businesses, security management is assigned to adminis-
trative personnel not familiar with protection topics. This book will
give those individuals a working knowledge of security issues and
practices. This guide can be used as an informed starting point with
which to deal with a security situation completely, or at best, give
some general knowledge of the field if security professionals have to
be called. This basic information can save the company money, and
the person assigned the task can feel some level of comfort in dealing
with the topic.

In my experience of over 24 years in the field, the best methods
for dealing with security problems are the simplest. Management
desires a list of options from the security professional and then the best
course of action has to be factored into the business life of the firm.
Often, the best absolute security remedy will not be the best overall
action for the company. A combination of steps may have to be taken
in order to address the problem.

This work in no way minimizes the professional expertise required
of security professionals today. In fact, it will demonstrate the increas-
ing complexity of providing security and asset protection services to
organizations. The work is intended to give those nonsecurity profes-
sionals a basic frame of reference in order to begin the task of solving
their security problem.

The information presented here is from an asset protection view-
point. No legal or human resources recommendations are made.

vii



viii How to Be Your Company’s Security Director

Competent legal and personnel interaction are a part of any security
plan, and information should be obtained from those professionals as
well.

Keith Smith Shannon
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Chapter 1

BOMB THREATS AND ACTIONS

At some point in the life of the company, a bomb threat may be
received placing the employees and company assets at risk.
Having a general knowledge of how to address a threat is very impor-
tant to protect the business. Management must devise at minimum a
simple plan to deal with these threats.

A bomb threat is usually made to disrupt business operations. No
other such incident can so thoroughly disrupt a business except a
bomb threat. The motive is to disrupt and cause chaos at the business.
Bombers hide behind a cloak of sinister disguise and take pride in
their hidden act. The disruption may be planned to impact the abili-
ty of the company to operate and make money, gain news media
attention for the bomber’s cause or take revenge for a company action.
Understanding that the bomb motive is disruption is a key issue to
understanding how to minimize the act and thus the bomb threat’s
impact.

Proper planning inside company management, along with a few
calls to the local police is the first step in dealing with a potential
bomber. Remember that the local police are always the first respon-
der to any bomb threat or explosion; federal or state agencies with be
called in later by the local police if needed.

POSSIBLE MESSAGE CARRIERS

Bomb threats normally are made to the company over the tele-
phone, but any message carrier such as e-mail, fax or letter should be
considered. Have discussions with employees at these message center
locations. Instruct them on passing the message to the appropriate
person named in the bomb threat procedure. If incoming telephone
calls are recorded, or numbers of the caller identified, be certain to
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4 How to Be Your Company’s Security Director

save that data. If not, message operators should be instructed to be
observant for any recognizable evidence associated with the threat
such as background noises, e-mail addresses, etc. All this data should
immediately be given to the company contact named in the bomb
threat procedure.

PERIODIC BUSINESS OPERATION REVIEW

If the business is involved with issues concerning activities aligned
with some group’s social or political agendas such as nuclear power,
abortion, the environment, etc., management should address in the
threat procedure how to review the threat potential when business
operations may be targeted by action groups. Often, business opera-
tions at particular times of the year will be more visible and thus the
threat potential higher.

Disgruntled employees or activities affecting management and
labor such as union organizing, layoffs, work reductions, etc., may also
produce bomb threat motives and potential. Examine these key ele-
ments and how to deal with them in the plan.

POLICE ACTION AND FIRE DEPARTMENT RESPONSE

Meet with the local police crime prevention officer. Determine in
advance the police response. Plan for this response. Also, contact the
local fire marshal at the fire department and ask what response they
will provide when called. Emergency telephone numbers should be
available to all applicable persons and be kept current.

EVACUATION PLANNING AND ADMINISTRATION

Evacuation routes out of the company facility should be pre-
planned and marked. Periodic evacuation drills should be conducted
at least annually; coordinate with the police and fire departments.
Assembly points outside the facility should be varied and searched for
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potential secondary bomb devices planted to harm employees after
building evacuation; secondary devices are becoming a large problem.
Also, check areas where emergency vehicles will park upon arrival.
Secondary devices may harm those vehicles as well.

Management review of the threat potential is very important. If
the bomber knows a bogus threat will disrupt the company each time
they call, then more calls may be made. A chain-of-command to
review the threat should be established, with the final approval to
evacuate all or part of the facility made at a senior management level.
This review and approval process will be clearly delineated before any
threat. Management will consider:

Date and Time of Threat

Does facility evacuation coincide with a holiday, anniversary of a
political event, recent employee action, etc.

Possible Suspects

Are disgruntled employees likely to be the cause and if so, what is
the real bomb potential? Check with the police and find out if other
companies are having similar threats if time permits. A known bomb
threat suspect may be contacting several firms in the area. Analyze
the possible suspects with real threat potential.

Bomb Device

If a bomb device is mentioned in the threat, does the device appear
to have a potential to be real, and if so, what collateral damage could
occur to company property causing functional damage, i.e., a bomb
exploding in a chemical plant? Also review how any mentioned
bomb devices could be hidden.

Search Techniques

Police and fire departments will usually ask for assistance in search-
ing the areas for suspect devices. Employees know best what items
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appear out of place, or foreign. The facility rooms and area should be
mentally divided into 3 distinct sections, (1) floor to knee level (2) knee
to shoulder level and (3) shoulder and above. Search areas starting
with the floor and continue overhead. Following the designated 3-step
pattern will help avoid missing sections of rooms. If suspect packages
or devices are found, DO NOT MOVE them. Call for emergency
personnel to evaluate. Remember that a bomb can be placed or built
into almost any configuration. Employees conducting the search
should be volunteers and have clear instructions from management
and emergency agencies before beginning; this is no game.

Remember bombs and bomb threats are used to disrupt the com-
pany and work force. Their immediate impact lasts only a few sec-
onds or hours. Human damage may last a lifetime. The bomber will
be observing how the incident was managed. How management
reacts to the situation will be a major factor in what future threats
occur. A clear management decision chain should be used to specify
the ultimate decision-maker. Thousands of dollars of company profits
are at stake if evacuations are held without good justification. This
must be weighed against the potential for human tragedy if the worst
happens.

A bomb threat plan does not have to be elaborate. Certain key ele-
ments do need consideration and review beforehand. Management
support of this planning is essential. If company operations are asso-
ciated with social and political agendas, management must take
greater care in addressing bomb contingencies.

Some companies will use electrical or X-ray equipment to scan
executive mail for possible devices. This equipment has been reduced
in size and cost over the years. Mail personnel can receive free and
valuable training from the local police crime prevention officer about
how to deal with package and letter bombs. If scan equipment is used,
it needs to be positioned in a location that if damaged by a possible
explosion, will not cause heavy collateral damage to other areas.
Access to the equipment by emergency response agencies should be
quick and easy. Meet with emergency agencies to establish these pro-
cedures. Train designated mail and security people in every phase of
mail processing, delivery and emergency contact methods. If possible,
make emergency calls with special telephone numbers to avoid traffic
interception of 911 calls by the news media and others who may be lis-





