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PREFACE

his third edition of Criminal Justice Technology in the 21st Century is the

result of many individuals inquiring about the second edition of the book
being updated. Since the second edition was published more than ten years
ago, it is more than overdo for an update. I am pleased to work with some
of the original contributors while also having the opportunity to work with
colleagues whom I do not know but who were highly recommended by their
colleagues. It only seems natural that those who are teaching, developing,
and researching criminal justice technologies should be included in the text.

The text consists of twelve chapters with eight new chapters and four
chapters being revised and updated. Two of these revised chapters are basi-
cally total rewrites since so much of the technology has changed. For exam-
ple, Sam Nunn leads off the book with an overview of the criminal justice
technology infrastructure. He again outlines very clearly where we are going
with criminal justice technology setting the stage for the specific type of tech-
nology that is discussed in far greater detail in the forthcoming chapters.
What I like about the third edition is the appropriate mixture of “knowl-
edge,” or information about specific types of technology with empirical stud-
ies (i.e., evaluations) of certain technology used in various subcomponents of
the criminal justice system. Students, educators, and practitioners will find
this edition useful as it provides practical knowledge about different technol-
ogy that is useful on many levels.

The book is arranged into two parts: law enforcement technology and
public safety technology. It begins with an introductory chapter, described
above written by Samuel Nunn. The first chapter within the law enforcement
technology section is also an overview but of specific law enforcement tech-
nology, written by AnnMarie and Gary Cordner. These two chapters pro-
vide an excellent overview of technology in criminal justice. Professor Nunn
begins by defining technology, which is a very interesting discussion, and
then he moves into explaining specific criminal justice technologies (as he
labels it). His chapter was included in the second edition of the book, but as
said above, technology has advanced so tremendously in the last 10 years
that Professor Nunn totally rewrote the chapter, providing what he calls the

Xiii
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criminal justice technology infrastructure. His work provides the foundation
for the chapters that follow. Likewise, the second chapter was also included
in the second edition, but it has been revised by AnnMarie and Gary
Cordner. They focus on law enforcement technologies making a skilled pre-
sentation of all the technology available to date in law enforcement. The two
introductory chapters do not overlap; they complement each other. Both the
neophyte and the techno “geek,” will find these chapters informative and
instructive.

The first section of the book entitled “Law Enforcement Technology”
contains the introductory chapter just mentioned, and four other chapters.
Three of the four chapters are new to the third edition. Two chapters focus
on body-worn cameras and one on law enforcement perceptions of technol-
ogy-enabled crime. The final chapter in this section focuses on digital forensics.

Professors Koen and Willis write a chapter on body-worn cameras where
they ponder whether such technology has become so commonplace that it is
the new normal. They provide an overview of body-worn cameras describ-
ing their core technical features and costs and provide an assessment of the
empirical evidence on their perceived benefits and drawbacks. They also
provide a brief discussion of the potential opportunities and challenges to
implementing these cameras in police agencies.

In the next chapter, Professor Makin writes a conceptual piece focusing
on body-worn cameras contemplating whether such technology integration
into policing is done for symbolic reasons, meaning that the technology is
being used as a means to alleviate whatever problems plaque the agency.
Makin argues that if you examine the history of body-worn cameras (BWC)
we can begin to move from a symbolic technology to a transformative one.
If BWC remain an accountability devise, then it is viewed as a symbolic tech-
nology. However, if we move to BWC as a technology to increase delivery
of services, it moves into a transformative technology. As Makin asserts,
“The BWC is capable of transforming the modern police service. However,
it must come to be viewed as so much more than an accountability device.”

The next chapter focuses on law enforcement perceptions of technology-
enabled crimes. Professor Holt provides an overview of the state of research
on this issue, summarizing the findings of various published studies. Further,
he identifies ways that researchers may address key questions related to per-
ceptions of technology-related offending in the future to improve polices and
response strategies.

Chapter 6 is an updated chapter by Christie Bryce, Robyn Lacks and
Jessica Robertson. Expanding on the original chapter, the authors again warn
that law enforcement agencies and prosecutors must gain the technology,
skills, and abilities to obtain electronic evidence stored in computers as a way
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to combat these ever increasing new crimes. With that goal in mind, the
authors present an overview of computer forensics including definitions,
aspects, and activities of it. They also explore the legal aspects governing
information technology in the criminal justice system, major computer
crimes, and they conclude with a case study from the Virginia State Police’s
Computer Crime Unit.

The next section of the book focuses on Public Safety Technology.
Chapter 7 is written by Nicolle Parsons-Pollard and it is a new addition to the
volume. She looks specifically at technological advancements in victim ser-
vices. Many services are provided to victims via websites, but Parsons-
Pollard focuses primarily on victim notification regarding offender release
information. As reported, every state except one has an automated alert sys-
tem. Parsons-Pollard explains the technology behind the notification systems.

Likewise Chapter 8 is a new addition written by Matt McDermott and
Laura Moriarty focusing on electronic monitoring. In their chapter, the
authors provide the history of electronic monitoring from the first tracking
system developed in the 1960s to modern-day satellite tracking. They also
provide an assessment of the devices in terms of their ability to curtail crime.
They conclude that the technology is promising, but more evaluation re-
search is needed to determine the effectiveness of the tool in deterring crim-
inal activity.

Professor Joseph, in Chapter 9, updates her previous contribution to the
volume. She discusses the specific technology used in prisons, the potential
for increasing that technology, and identifying new types of technology that
can be used while not losing sight of the fact that some of these technologies
might violate prisoners’ rights. It is a fascinating chapter—especially when
you consider how little knowledge the public really has about the potential
to use technology in a prison setting.

Chapter 10 is a coauthored chapter by Jim Byrne and Kathryn Kimball
focusing on the Darknet. In their chapter, they document how the introduc-
tion of new technology has changed the criminal opportunity structure glob-
ally over the past century. They discuss three distinct technology revolutions,
as they coin it, that created new criminal opportunity. The first is the auto-
mobile and telephone; the second, the internet; and the third, the Darknet.
“The Darknet allows users to communicate globally without fear of detec-
tion; and if they desire, users can search anonymously for a wide range of
documents, goods, and services, both legal and illegal.” As they describe, “As
we move forward, we will need to design strategies to prevent and control
crime on the Darknet that protect the public’s right to privacy and its legiti-
mate need for an anonymous mode of global communication and informa-
tion sharing.”
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Chapter 11 examines cybersecurity, specifically cyberspace and how it
can be secured in the 21st century. Professor Rebovich contributes a new
chapter to the volume, where he answers the question, “how do we go about
effectively securing cyberspace to limit successful intrusions into sensitive
databases be they on personal computers or in large aggregate databases?”
To do so, Rebovich discusses technological competition between offenders
and law enforcers, and the methods used to limit such victimization.

The last chapter, written by Amanda McCormick, Garth Davies, and
Irwin Cohen, is an overview of automated license plate recognition technol-
ogy. The authors explain the technology, discuss various law enforcement
applications of it, and make several recommendations to ensure that the
technology is deployed in the most efficient and effective manner possible.

The third edition developed into what I think is an excellent reader/text
that allows both the neophyte and the expert to learn something. As this
book goes to print, we will continue to investigate current criminal justice
technologies, because one thing is clear; technology development, no matter
where the arena, waits for no one.

L.J. M.
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Chapter 1

THE CRIMINAL JUSTICE TECHNOLOGY
INFRASTRUCTURE: WHAT IT IS
AND HOW IT IS CHANGING

SAMUEL NUNN

In an earlier edition of this book, the introductory chapter “exam-
ined the technology infrastructure of criminal justice, offering an
overview of the kinds of technologies underpinning criminal justice
systems as well as how these technologies are used by the various act-
ors within criminal justice—including criminals—to accomplish ends”
(Moriarty, 2005: 4). That chapter offered a broad categorization of
seven different and highly related types of technological systems in use
among the actors and agencies inside the criminal justice (C]J) system
(transportation is added here as an obvious omission from the earlier
table) (see Table 1.1). That categorization is still a fair description of the
broad types of technology systems at work within the CJ system (each
containing various software-hardware tools used under different
human and organizational configurations across the four traditional CJ
system sectors—criminals, cops, courts, corrections). But even so, gross
classification perhaps misses the larger picture of the richness and vari-
ety of technologies in use across different CJ sectors. The technologies-
in-use within these categories are increasingly intertwined and inter-
active, one dependent on the other in order to maintain effective oper-
ations across time and space. Also, simple categorization does not say
much about how technology systems change over time or how C]J
technologies might be viewed in the larger scheme of analyzing the
roles of technology and infrastructure in society.

The objective of this new introductory chapter is to take a broader
view of technologies used in CJ, by considering the emerging evolu-

3
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